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Dear Mr. Carson: 

Overall Summaryof Comment!Argument. Thesecommentsaddresstherequestsfor exemptionof 
the following classesofworks: (1) CSSencryptedDVD videodiscs(soidentified by the requestoror 
includedby the requestorwithin a largerclassof workseitheridentifiedasworksdistributedto the 
public usingencryptionor identified by referenceto theuseof the workproposedto be madein relation 
to the requestfor authorizedcircumvention)and(2) DVD videodiscscontainingregioncodingsetfor 
regionsotherthanregion1. Individualcommentsaddressedareidentified in relationto eachspecific 
classof work andcommentandargumentsection,below.! We urgethatall requestsfor exemptions 
involvingCSSencryptedDVD videodiscsor regioncodingrequiredby the CSSlicenseberejectedas 
contraryto thepurposesof the Digital Millennium CopyrightAct ("DMCA") andinconsistentwith goals 
of the copyrightlaw in general. 

Introduction. The DVD CopyControlAssociation,Inc. ("DVD CCA"), appreciatesthe opportunity 
to submitthesereply commentsin theabovecaptionedproceeding.A numberof therequestsfor 
exemptionsfor classesof worksfromthe prohibitionagainstcircumventionof technologicalmeasuresthat 
controlaccessto copyrightedworkswould directlyaffecttechnologylicensedby DVD CCA, namely,the 
ContentScrambleSystem("CSS")andthe regioncodeprotectiontechnologiesimplementedby CSS 
licensees. 

By wayof background,DVD CCAis a not-for-profitcorporationwith its principal office in 
MorganHill, California. DVD CCAis responsiblefor licensingtechnicalprotectionmeasuresapplicableto 
prerecordedvideo contentcontainedon DVD discs. Our licenseesincludemanufacturersofDVD 
hardware,software,discsandrelatedproducts,who aretheownersandmanufacturersof the contentof 
DVD discs;creatorsof encryptionengines,hardwareandsoftwaredecrypters;andmanufacturersofDVD 
playersandDVD-ROM drives. CSSwasdevelopedto allow contentownersto protecttheir copyright­
basedrights in theaudiovisualcontentencodedonto DVD discs. Thetechnologydoessoby allowingthe 
contentownerto encryptthe contentin a mannerthatrequirestheuseof a licenseddecryptionproductto 
view thecontent. In orderfor a productto belicensedto decryptthe content,the manufacturerof the 

I We havedone our bestto identify eachcommentin relationto a specific classof work, have indicated such 
specific commentsin relationto specific topics in the discussion,andhavesummarizedour argumentin relation 
to eachsuchtopic, below. To the extentthatwe have not identified a specific commentthat properly belongs 
with a particular topic below, we herebyrequestthat our commentsmade in relation to otheridentified requests 
be understoodto apply to requeststhatwe may not have specificallyidentified in relation to a particular 

argumentor basis for the request. 



product is required by the CSS license to equip the product in a manner that adheresto certain rules that are 
specifically designed to protect copyright interests of the content owner. 

At the outset,it is importantto notethatCSSis "an effectivetechnologicalprotectionmeasure" 
coveredby the anti-circumventionprovisionsof theDMCA, in particularthe "accesscontrol" anti­
circumventionprovisionsof Sectionl20I(a). SeeUniversalCity Studiov. Corley,273F.3d429 (2ndCir. 
2001)(postingofDeCSS,programdesignedto defeatCSS,is a violation of Section1201(a)(2)(A)since 
CSSis a technologicalmeasurethat "effectivelycontrolsaccessto a work"). While certaincornmentors 
maydiffer with thedecisionsof thejudiciary in this area,it would be improperto usethis limited 
proceedingto addresstechnicalissuesassociatedwith CSSin particular,or the useof technological 
protectionmeasuresin general. 

Use-BasedExemptions 

Re uestsAddressedClassesof WorkRe uestedto Be Exem ted andSumma ofDVD CCA 
Comment.The following commentsrequestexemptionof a classor classesof worksbasedontheuseto be 
madeby the individualrequestedto be authorizedto circumventa technologicalmeasure:1 (worksto be 
usedin "demo"reels),10(generalized"fair uses"),11 ("fair uses"),28 ("per se educationalfair use 
works"). A numberof othercommentsseekto justify theirrequestsfor exempting"CSSencryptedDVD 
videodiscs" onthe groundsthatthe requestorwishesto makea specificuseof the video materialand, 
hence,theserequestsalsocontainelementsof this argument(i.e., thattheuseto bemadeby the individual 
justifies the requestfor exemptionfromthe circumventionprohibitionof Section1201(a)(I». DVD CCA 
believesthattheseexemptionrequestsshouldberejectedasnot identifyinga proper"classof works" as 
requiredby the statute. 

FurtherComment.As ourcommentsin the first proceedingindicated,DVD-CCA hasalwaysbeen 
-and remains-willing to discusslegitimateconcernsthatmightarisein regardto the applicationof CSSin 
certaincircumstancesandto cooperatewith affected partiesto find a mutuallyacceptablesolution. 
However,it is simplynotacceptableto resolvesuchcasesby permittingCSSto be hackedfor thevarious 
purposessuggestedby thecommentors.The realityis thatoncea hackeris givenanexemption,evenfor a 
limited purpose,it would becomeimpossibleto controlor predictfuture hacksof CSSor to distinguish 
between"permitted" hacksandthosethatwould remainunlawful. In short,evenwhatarecharacterizedas 
"limited exemptions"will essentiallyrenderCSSineffectiveasa meansof protectingcopyrightedcontent 
generally. Giventhe strongpublic policy interestin allowing contentownersto protecttheir worksandthe 
integralrole thatCSSplays in regardto contentin the DVD videoformat,we respectfullyrequestthatthe 
CopyrightOffice rejecttherequestedexemptions. 

Suchrequestors,who seemto be unhappywith the anti-circumventionprovisionsof theDMCA, 
shouldmoreproperlypetitionCongressandnot attemptto usea narrowregulatoryproceedingto jeopardize 
the lawful rights of contentholders. 

Broad and Generic Exemptions. 

RequestsAddressed.Classesof WorkReQuestedto Be ExemDted.and SummarYofDVD CCA 
Comment.The following commentsrequestexemptionof a classof work identified as"CSSencrypted 
DVD videodiscs" or in whichCSSencryptedDVD videodiscswould be includedwithin a morebroadly 
definedcategoryof worksandwhereDVD CCA's commentsrelateto the inclusionofCSS encryptedDVD 
videodiscs: 5,7, 8, 10, 11,15, 17(limited to specifictype of video),20, 21, 29,30,32,34,37,38,39,42, 
43,44,47,50 (limited to specifictype of video). DVD CCAurgesrejectionof theserequestsprimarily 
because(1) allowingCSSto behackedroutinelywould evisceratethis technologyasa meansof preventing 
copyrightinfringementand (2) thereis no needto permithackingof CSSin orderto allow accessto the 
contentprotectedby CSS. 



FurtherComment.As explainedin ourcommentssubmittedin the first rulemakingonexemptions, 
theCSStechnologywasdevelopedandis utilizedto providesecurityfor thehigh-valuecopyrighted 
audiovisualcontentthatis madeavailableto consumersin the DVD format. The reality is thatthe motion 
picture industrywould nothavereleasedsuchhigh-valuecontentwithout certainassurancesthat it would 
beprotectedfrom copyingandredistribution. Likewise,it is unlikely thatconsumerswill benefit from 
futurereleasesof audiovisualworkson DVD if protectionsdo not remainin place,andunlessthose 
protectionsareenforcedby federallaw. Thatwasthebasisandreasoningbehindthe inclusionof Section 
1201into the DMCA and it remainsrelevanttoday. 

Linux ComDatibleSystems. Someof therequestsnotedaboveadvocatebroadexemptionsfrom 
theprohibitionson circumventionontheallegedgroundthatuserswith a preferencefor Linux-based 
equipmentbelievethatLinux DVD playersaresimplynotavailablein themarketplace,a situationthat 
supposedlydeprivesthemof the opportunityto useDVDs. However,CSSis licensedroyalty-freeon 
reasonableandnon-discriminatorytermsto a varietyof manufacturers;thereis nothingto preventLinux 
manufacturersfrom obtaininga CSSlicensesoasto satisfythesupposeddemandfrom Linux usersfor such 
product. While we understandthatthereareLinux implementationsof CSSavailable,evenif therewereno 
suchimplementationsavailable,the CopyrightOffice shouldnot grantanexemptionto hackCSSsimply 
becausesomeconsumersmaydesirea productthat, for a varietyof reasons,maynotbe availableasyet in 
themarketplace. 

Specific Exemption Requests 

DVD Region Coding 

Comment.The following commentsrequestexemptionof a classof work identified asDVD video discs 
encodedfor regionsotherthanregion1: 17,35,36. DVD CCAurgesrejectionof theserequestsbecause 
(1)theserequestorshavenot shownanynewneedfor the requestto justify a changefromthe decision 
madein 2000,(2) the regioncodesystemis designedfor the protectionof specificrights of copyright 
holders,and (3) therearealternativemeansof gainingaccessto non-region1 discsotherthan 
circumventingthe technologicalprotectionsrequiredby theCSSlicense. 

FurtherComments.A numberof commentorsaskedfor anexemptionto hackCSSto defeatso­
calledregioncodingofDVDs. We opposethe grantingof this exemption.DVD playbackequipment 
licensedfor CSSmustrespondto a regionalplaybackcodethatthe contentownermay, but is notrequired 
to, setin thecontent. For contentownersthatchooseto usethe DVD regioncoding,this systemservesa 
numberof legitimatepurposesasexplainedbelow. 

Moreover,asa thresholdmatter,we note thatthe Librarianconcludedin the 2000rulemakingthat 
regionalcodingservesa legitimatepurposeas anaccesscontrolmeasure.We believethatthecomments 
submittedin the currentproceedingarenotpersuasivein arguingthatthe allegedadverseeffectsonuseof 
foreignDVDs dueto regioncodingnow amountto substantialharmsignificantenoughsoasto warranta 
differentconclusionfrom thatreachedin 2000. 

As describedin the2000rulemaking,regioncodingallowsa copyrightownerto protectits 
exclusiveright of distribution.Suchright is divisiblegeographically,so that distributionrights grantedto 
licenseesmay, in effect,be divided up byregions. Forinstance,a copyrightownermay grantone company 
the right to distributea particularfilm in only certainterritoriesof theworld while grantinganother 
companythe distributionrightsto thatsamefilm in differentpartsof theworld. In anerawherecontentis 
storedin digital form, DVD regioncoding,asenforcedby CSS,allows copyrightownersto exercisethe full 
distributionrightsguaranteedthemby law. 



Regioncodingalsoallowsthe contentownerto choosethe sequenceandoveralltimetablefor the 
variouschannelsin whichits copyrightedcontentwill bedistributed. For example,a film thatopenson 
screensin Decemberin theU.S. mightnotpremieretheatricallyin a foreign countryuntil severalmonths 
later. The regioncodingsystemensuresthata movie companycanmoveforward with homeviewing 
releaseson DVD in thosegeographicareaswherea theatricalfilm runhasbeencompletedwhile the same 
film entersan initial theatricalreleasein anothercountryorregion. Withoutthe capabilityto separate 
differentmarketsthroughregionalcoding,a movie companymight well decidethat all homeviewerswould 
haveto wait until a film completesits entireglobaltheatricalrun beforea DVD couldbereleasedanywhere 
in theworld in orderto avoid"cannibalizing"or underminingthe theatricalmarketswith its ownDVDs. If 
regionalcodingin the DVD contentwerepermittedto beignoredor circumvented,the contentowner's 
ability to lawfully exerciseits rights in the mannerit chooseswould be frustratedin relationto thechoice 
andtiming of distributionchannelsin differentpartsof theworld. TheCSSregionalcodingsystemis thus 
a meansof protectingthe copyrightrights of contentownersthroughtheuseof technologicalmeasures 
whichhavethe effectof enablinga broadarrayof choicesfor consumers. 

Furthermore,if a consumerin theUnited Statesdesiresto view a DVD disc thathasbeenregion 
codedonly for Europe,thenthatconsumeris freeto purchasea DVD player (eitherhardwareor software) 
thatis codedto playEuropeanDVDs. No legalrestrictionsapply-either throughthe CSSlicenseor 
otherwise-to the importationanduseofnon-U.S. regionplayersin theUnited States. 

Evenassuming,arguendo,thatthe CopyrightOffice wereinclinedto grantan exemptionfor the 
purposeof avoidingregioncode-basedplaybackrestrictions,it would be improperto grantanexemptionto 
circumventCSSitself. The regioncodeplaybacksystemis implementedby individual product 
manufacturers;eachis requiredto deviseits ownrobustmeans(i.e.,meansthatare difficult to "hack" in 
orderto defeatthe functionality)of playingbackonly thosepiecesof contentencodedwith regionsthat 
matcha particularproduct'sregioncode. Thus,anyexemptionfromtheprohibitionson circumvention 
would impact the varietyof implementationsthatnumerousmanufacturershaveput into themarket. 
Authorizingthe circumventionof variousrobustmethodsraisescomplexissuesthatrequirecareful 
consideration.Of immediateconcernis the fact thatsomeof the technologiesusedto providethe robust 
regioncodeplaybackmaybeusedin othercontextsfor othercopyrightprotectionrelatedpurposes.For 
thatreasonalone,the CopyrightOffice shouldrejecttherequests,at leastuntil it hasundertakena sufficient 
investigationto satisfyitself thatpermittingthe "hacking" of regioncodeimplementationswould not cause 
unanticipatedadverseeffectsontheuseof therobustnessmethodsusedby somemanufacturersfor region 
codeplaybackcontrolpurposes. 

ResearchRelating to AccessControl Technologies 

ReQuestsAddressed.Classesof Work Reauestedto Be ExemDted.andSummaryofDVD CCA 
Comment.The following commentsrequestexemptionof a classof work identified asworkswherethe 
primarypurposeof therequestedexemptionis researchrelatedto accesscontroltechnologies:27. DVD 
CCAurgesrejectionof this requestonthe groundthatthe DMCA alreadyprovidesfor an exemptionfor 
legitimateencryptionresearchactivities. Proponentshavenotestablishedtheneedfor anyadditional 

exemption. 

Public Domaiu Film on DVD 

ReQuestsAddressed.Classesof WorkReQuestedto Be ExemDted.and SummaryofDY:Q CC;A 
Comment.The following commentsrequestexemptionof a classof work identified aspublic domain 
worksdistributedusingeitherCSSor anyencryption-basedaccesscontroltechnology: 14. DVD CCA 
urgesrejectionof this requestonthe followingbasis: The commentorhasnot identified anyspecific work 
thatis distributedusingCSSwherethatwork is in thepublic domain. DVD CCA is unawareof anypublic 



domaincontentthatis protectedusingCSS,andsois unableto addressthe claim thatparticularsituations 
maywarrantrelief. Sincethereis no indicationthataccessto public domainworksis an actualproblem, 
andthereis a significantbasisfor concernthattheeffectivenessof CSSwould beunderminedin relationto 
its protectionof copyrightedworks,the CopyrightOffice shouldrejectthe requestto circumventCSSasto 
public domainworks. 

Unskippable DVD Advertising 

Some commentors claim that CSS is somehowusedto prevent consumers from fast-forwarding 
through advertisements that are placed before the feature film on a DVD. The assertionis inaccurate. 
There is no requirement associatedwith CSS or its license and specifications that relates to the issueraised 
by thesecommentors. CSS plays no part in suchadvertising; consequently, the Copyright Office should not 
authorize circumvention of CSS as a means of enabling the skipping of advertisementsplaced on DVD 
video discs. 

DVD CCA stands ready to respond to any questions that the Copyright Office may have concerning 
CSS and its licensing and related requirements. 

Based on the foregoing, we request that the Copyright Office reject all requests made in this 
proceeding for permission to circumvent CSS and the region coding systemimplemented through the CSS 
license. 
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